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DATA SWITCHING ARBITRATION ARRANGEMENTS 



The present invention relates to data switching systems and is more 
particularly concerned with switch connection request arbitration arrangements for 
providing traffic flow control management for such systems. 

In a data switching system of the type disclosed in PCT/GB99/03748 a 
central memoryless cross-bar type switch provides connections on a cyclic basis 
between ingress and egress routers. The ingress routers provide buffering for 
incoming data packets on a virtual output queue basis. Unless the data switching 
system connection arbitration arrangements for selecting the connections across 
the switch are controlled on a fair basis, severe congestion at the ingress virtual 
output queues can occur. For example, in a simple four ingress four egress router 
system if a traffic pattern occurs where the four ingress routers require connection 
to the same egress router for say 33% of the traffic cycle with the rest of their 
offered load distributed across the remaining egress routers, it can be shown that, 
without bandwidth allocation arrangements, all of the virtual output queues for that 
egress router will fill rapidly with an offered load of greater than 80% since the 
egress router is over-subscribed. 

It is an object of the present invention to provide a connection request 
control mechanism that overcomes the above mentioned problem. 

According to the invention there is provided a masking unit, for use in a 
data packet switching system of the type having a memoryless cross-bar type 
switch providing cyclic connections between ingress routers and egress routers, 
the ingress routers providing incoming packet buffering on an virtual output queue 
basis and generating switch connection requests when a virtual output queue 
contains a data packet, characterised in that the masking unit receives all the 
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switch connection requests and is arranged to randomly mask connection requests. 
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Each connection request is typically accompanied by a four-bit weight 



value. The weight value is set by the system parameters which defines a quality 
of service rating for the request. The quality of service rating may reflect the 
priority level of the virtual output queue and may be derived from the urgency 
required for the data packet to be switched through the system, the number of 
packet cycles elapsed since the buffer was served and the size of the buffer queue 
for example. 

According to a feature of the invention the masking unit includes a 
comparator for each connection request and the comparator is fed with the weight 
of the request and a randomly generated bit stream, the comparator producing a 
random bit stream whose proportion of l's to 0 f s is determined by the weighting 
factor of the request and the random bit stream is used for masking out the request. 

According to a further feature of the invention the masking unit includes 
a two input AND gate for each request to which is connected on one input the 
connection request and on the other input the output of the comparator. 

According to a further feature of the invention there is provided an 
arrangement for generating a uncorrelated set of randomly generated bit streams 
comprising a single random bit stream generator clocked at frequency f and fed 
into the first stage of a shift register which is n bits wide, where n equals the 
number of bits of the weighting factor of the requests, and x+1 stages deep, where 
x equals the maximum number of connections that the cross-bar switch can make 
and the shift register is clocked at a frequency for f7n to produce at each of the 
stages bar the first an uncorrelated set of bit streams for application to the 
comparators of the masking unit. 
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The invention together with its various features will be more readily 
understood from the following description which should be read in conjunction 
with the accompanying drawings. Of the drawings :- 

Figure 1 shows in block diagram form a data packet switching system 
according to the invention, 

Figure 2 shows in abbreviated form the masking unit of the invention 
whereas,Figure 3 shows the circuit arrangement for generating nibble 
streams for use in Figure 2 and for generating uncorrected masking of 
requests. 

The basic architecture of a high speed data packet switching system using 
a memoryless space division (cross-bar) type switching matrix SM is shown in 
Figure 1 . The switching system is shown for simplicity of presentation as a four 
ingress, four egress router arrangement. The ingress routers, of which only ingress 
routers IRO and IR3 are shown in any detail, provide so-called virtual output 
buffering for ports IPO to IP3 which are connected as required by a NxN (i.e. four 
by four) switching matrix SM which serves four egress routers ERO to ER3 
attached to four egress ports EPO to EP3. Each ingress router includes virtual 
output queue buffers, such as VOQO.O to VOQ0.3 for ingress port IPO. 
Considering ingress router IRO for ingress port IPO, buffer VOQO.O is the virtual 
output queue for egress router ERO, VOQ0.1 for egress router ER1, VOQ0.2 for 
egress router ER2 and VOQ0.3 for egress router ER3. Similarly ingress port IP3 
is provided with four virtual output queues VOQ3.0 to VOQ3.3 on a similar basis. 
The switching matrix SM is controlled by a switch control arbitrator SCARB 
which analyses packet transfer requests REQO.O to REQ3.3 and determines for 
each switching matrix cycle the connections to be made from ingress port to egress 
port and, therefore, the virtual output queues to be involved in these connections. 
The switch control arbiter SCARB also selects the virtual output queue within an 
ingress router to be used in a connection by a activating an output selector SECO - 
SEC3. 



The connection requests generated by the ingress ports, such as REQO.O for 
ingress port IP1 virtual output queue VOQ0.0, identify those virtual output queues 
that are storing packets of data and these are applied to a request mask 
arrangement REQMSK. For ease of presentation for example only the connection 
request paths from virtual output queues VOQO.O and VOQ0.3 for ingress router 
IRO are shown in the drawing. It will be appreciated by those skilled in the art that 
each virtual output queue in each of the ingress routers has an individual 
connection request path to the request mask arrangement REQMSK. The request 
mask arrangement REQMSK will receive a request lead from each virtual output 
queue from each of the ingress routers (IRO - IR3) making, in the four ingress 
router/four egress router system of Figure 1, a total of sixteen request lines 
REQO.O to REQ3.3. 

The request mask arrangement REQMSK is introduced to solve the 
problem created by the switch control arbitrator SCARB when traffic conditions 
are such that congestion occurs at specific ingress port virtual output queues. 

The solution to the congestion problem, provided by the request masking 
arrangement REQMSK, is to create a bandwidth allocation mechanism that allows 
the egress bandwidth to be randomly preferentially allocated to the data stream 
emanating from a port so that it appears unimpeded by the data streams emanating 
from the remaining ports. The implementation of the bandwidth allocation 
mechanism provided by the request masking arrangement REQMSK is based upon 
pseudo random probabilistic masking. That is any particular connection which has 
its bandwidth restricted to say 33% will have its request randomly masked from 
the switch control arbitrator SCARB 67% of the time. 

The request masking arrangement is shown in Figure 2 for two ingress port 
connection requests only (i.e. ingress port 0 and ingress port 1) for ease of 
presentation. Each virtual output queue request, such as REQO.O, is applied to a 




two input AND gate such as GO.O whose other input is fed from a comparator, 
such as C0.0. The comparator is used to provide a pseudo random bit stream 
whose proportion of l f s to 0 f s is determined by a randomly generated weight value, 
called a nibble stream ns, compared with the weighting factor for the request. 
Each connection request is typically accompanied by a four bit weight factor 
value, such as Wt (0.0) for request REQ0.0. The weight factor value is set by the 
system parameters to define the quality of service rating for the request (i.e. the 
virtual output queue). The quality of service rating may reflect the type of traffic 
handled by the egress port, the priority level of the egress port as well as the 
occupancy of the virtual output queue. The weighting factor value may be 
adjusted dynamically by the data switching system administration control and the 
implications of the weight factor value are outside the scope of this invention. 

The randomly generated weight value is shown in Figure 2 as NS(0) for 
example and Figure 3 shows how the so called nibble streams are generated. 

It is important to ensure that there is no interaction between the masking of 
any pair of connections (i.e. the M random M masking of requests must be 
uncorrected in any pair of related connections). Related connections are defined 
by having either a common source or a common destination port. For example, 
when two ingress ports have 100% of their offered load for the same egress port, 
if the masking bit streams become correlated (i.e. both requests are masked out), 
there will be a period where no connections are made and there is a waste of 
possible bandwidth. In addition correlation between bit streams can also lead to 
unfairness caused by the sequences that the requests are presented to the switch 
control arbiter SCARB. To overcome this effect the sixteen possible requests in 
a four port system are divided into 4 sets of unrelated connections and each of the 
sets is defined by a skew factor K where K is equal to the destination port address 
minus the source port address. When K=0 ingress port 0 can be connected to 
egress port 0, ingress port 1 to egress port 1, ingress port 2 to egress port 2 and 



ingress port 3 to egress port 3, whereas, when K=l, ingress port 0 can .be 
connected to egress port 1, ingress port 1 to egress port 2, ingress port 2 to egress 
port 3 and ingress port 1 to egress port 0. Similarly when K=2 5 ingress port 0 can 
be connected to egress port 2, ingress port 1 to egress port 3, ingress port 2 to 
egress port 0 and ingress port 3 to egress port 1 whereas when K=3, ingress port 
0 can be connected to egress port 3, ingress port 1 to egress port 0, ingress port 2 
to egress port 1 and ingress port 3 to egress port 2. With such an arrangement the 
problem of generating multiple uncorrelated bit-streams is reduced to generating 
one bit-stream per port (or skew factor) instead of one per connection. Rather than 
generating the set of bit streams for each skew factor, it is more efficient to 
generate a set of uncorrelated nibble streams and then generate the masking bit 
streams for each skew factor. 

The nibble stream generator is shown in Figure 3. The nibble stream 
generator consists of a linear feed back shift register LFSR which generates a 
single pseudo-random bit-stream which is fed into an n bit wide nibble register NR 
at a frequency of f. Typically the frequency f will be the frequency of the clock 
cycle for the switching matrix SM multiplied by n. The n bit wide nibble in 
register NR is then shifted in parallel at a frequency f/n (i.e. the clock cycle 
frequency of the switching matrix SM) through a set of n-bit wide shift register 
stages NSR(0) - NSR(N) depending upon the number of cross-bar switch ports 
(i.e. four in the example chosen for the specific description). The linear feed back 
shift register LFSR is clocked n times faster than the nibble shift register to ensure 
that successive nibbles are uncorrelated, where n is the width of the nibble (i.e. the 
number of bits in an weight value). The output from the nibble generator on leads 
NS(0), NS(1), NS(2) and NS(3) provides a random uncorrelated four bit weight 
for each skew factor. The randomly generated weighted nibble streams are 
applied to the comparators CO.O etc. in the request masking arrangement of Figure 
2. It will be noted that the effect of the skew factor is achieved by slipping the 
nibble streams in the same manner as that discussed for the uncorrelated requests 



so that for ingress port IPO nibble stream NS(0) is applied to comparator CO.O but 
to comparator Cl.l for ingress port IP1 and accordingly for nibble streams NS(2) 
and NS(3) as well as for ingress ports IP2 and IP3. 

The invention has been described with reference to a simplified 4x4 
ingress/egress router with weighted requests using a four bit weight value and it 
will be appreciated by those skilled in the art that the arrangements described can 
be adapted to accommodate more than four ingress/egress router arrangements and 
to use weight values requiring more or less bits. 
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CLAIMS 



A masking unit for use in a data packet switching system of the type having 
a memoryless cross-bar switch providing cyclic connections between 
ingress routers and egress routers, the ingress routers providing incoming 
packet buffering on a virtual output queue basis and arranged to generate 
switch connection requests when a virtual output queue contains a packet 
characterised in that the masking unit receives all of the switch connection 
requests and is arranged to randomly mask connection requests. 

A masking unit for use in a data packet switching system as claimed in 
claim 1 in which each request is accompanied by a weight value and the 
masking unit includes a comparator for each connection request and the 
comparator is fed with the weight value of the request an a stream of 
randomly generated values, the comparator producing a random bit stream 
whose proportions of l's to 0 f s is determined by the weight value of the 
request and the random bit stream is used for masking out the 
accompanying request. 

A masking unit as claimed in claim 2 in which a two input and gate is 
provided for each request to which is connected on one input the 
connection request and on the other input the output of the comparator. 

A masking unit as claimed in claim 2 or 3 including an arrangement for 
generating an uncorrected set of randomly generated bit streams 
comprising a single random bit stream generator clocked at frequency f and 
fed into the first stage of a shift register which is n bits wide, where n 
equals the number of bits of the weighting factor of the requests, and x+1 
stages deep, where x equals the number of connections that the memoryless 
cross-bar switch can make, and the shift register is clocked at a frequency 




Gn to product at each of the stages bar the first an uncorrelated set of n bit 
nibble streams for application to the comparators of the masking unit. 

5. A masking unit as claimed in claim 4 in which the frequency f7n is equal 
to the frequency of the cyclic operation of the memoryless cross-bar switch. 

6. A masking unit as claimed in claim 4 or 5 in which the random bit stream 
generator is a linear feed back register. 
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ABSTRACT 



Data Switching Arbitraction Arrangements 



There is disclosed a masking unit (REQMSK) for use in a data packet 
switching system. The data switching system being of the type having a 
memoryless cross-back switch (SM) providing cyclic connections under the 
control of a switch arbiter (SCARB) between ingress routers (IRO, IR1, IR2 and 
IR3) and egress routers (ERO, ER1, ER2 and ER3). Each of the ingress routers 
(IRO - IR3) is provided with incoming packet buffering on a virtual output queue 
basis (VOQ0.0, VOQ0.1, VOQ0.2, and VOQ0.3 for ingress router IRO). Each 
virtual output queue also produces a connection request signal REQO.O to REQ3.3 
when the corresponding queue has a data packet in it. The masking unit 
REQMSK is arranged to randomly mask out correlated connection requests. 
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